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ITPC MANAGEMENT’S ASSERTION

ITPC Certification Authority (“ITPC") operates the
National PKI of Iraq Root Certification Authority (CA)
services known as enumerated in Amendment A and
provides Code Signing (“CS”) CA services.

The management of ITPC is responsible for
establishing and maintaining effective controls over its
code signing services, including its code signing
business practices disclosure on its website, code
signing key lifecycle management controls, and
certificate lifecycle management controls. These
controls contain monitoring mechanisms, and actions
are taken to correct deficiencies identified.

There are inherent limitations in any controls, including
the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective
controls can only provide reasonable assurance with
respect to ITPC's Certification Authority operations.
Furthermore, because of changes in conditions, the
effectiveness of controls may vary over time.

ITPC management has assessed its disclosures of its
certificate practices and controls over its CS CA
services. Based on that assessment, in ITPC
management’s opinion, in providing its CS CA services
at Baghdad, Iraq, as of 2024-07-03, ITPC has:

e Disclosed its code signing (CS) certificate lifecycle
management business practices in its:
o IRAQ National PKI ITPC National Root CA
Certification Policy and Certificate Practice
Statement, version 1.1 as of 2024-05-28,

o Irag National PKI Certificate Policy (CP) for
Trust Services Providers (TSPs), version 1.2 as
of 2024-05-31,

Including its commitment to provide CS certificates in
conformity with the CA/Browser Forum Requirement
on the ITPC website, and provided such services in
accordance with its disclosed practices;
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Email: - dgoffice@itpc.gov.iq

Website: - www.itpc.gov.iq
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e Suitably designed, and placed into operation,
controls to provide reasonable assurance that:

o CS subscriber information was properly
collected, authenticated (for the registration
activities performing by the licensed TSPs) and
verified;

o The integrity of keys and CS certificates
managing by licensed TSPs is established and
protected throughout their lifecycles;

e Suitably designed, and placed into operation,
controls to provide reasonable that the CS Signing
Authority and CS Timestamp Authority are
operated by the licensed TSPs in conformity with
CA/Browser Forum Code Sign Working Group
requirements  v3.7.0 as of 2024-07-03 in
accordance with the WebTrust Principles and
Criteria for Certification Authorities - Code Signing
Baseline Requirements v3.7.

ITPC does not escrow its CA keys, does not provide
subscriber key generation and subscriber certificate
issuance services, and does not provide certificate
renewal and suspension services. Accordingly, our
procedures did not extend to controls that would
address those criteria.
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Amendment A - | Jyal)

Iraq Code Signing Root CA

Fingerprint

Subject CN=ITPC CS Root CA G1,0=Informatics & Telecommunications Public Company,C=IQ
Serial 4446DA0F940BDA93758D706EA7A982D7
SHA256

F8B4201F4EF588BC5486821D0D7D31EDEBAEBD2F9C61FAACFCOFC980C161570E

Irag Timestamp Root CA

Subject

CN=ITPC TSA Root CA G1,0=Informatics & Telecommunications Public Company,C=IQ

Serial

6C2CB0OBA8B3FB2EBEF4B71ABBCES5303B

SHA256
Fingerprint

442C8E1CCFEB739FB6C5471C3B9491FD24661C958A1BF19B9480C1B3859ED 129
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